
America is enduring a data breach epidemic.

The latest  annual  study of  the problem from Javel in Strategy &  Research ,  a

leading f inancial  analyt ics research f i rm ,  says that  16 .7 mi l l ion people

across the nat ion were impacted by I .D .  theft  in  2017 –  an al l - t ime high . ¹

The problem is  gett ing worse –  much worse .  Last  year,  30%  of  U .S .

consumers were alerted about data breaches by f i rms holding their

personal  informat ion .  In  2016 ,  just  12%  of  consumers were so af fected . ¹

Social  Secur i ty  numbers were compromised in 35%  of  I .D .  cr imes last  year ;

credit  card numbers ,  in  30%  of  breaches .  Account takeovers t r ip led in

2017.  About 1  mi l l ion smartphone and computer users had phony

intermediary accounts establ ished for  them at  Amazon ,  PayPal ,  and other

commerce websi tes . ¹

Tax time is prime time for identity thieves.

They would love to get  their  hands on your 1040 form ,  and they would also

love to c la im a phony refund using your personal  informat ion .  In  2016 ,  the

I .R .S .  had spotted 1  mi l l ion bogus returns ;  in  2017,  the number dropped to

900,000.  This spr ing ,  in i t ia l  data suggested even fewer cases of  f raud

would be ident i f ied ,  but  the numbers are st i l l  too large . ²

E - f i l ing of  tax returns is  smart ;  just  make sure you use a secure Internet

connect ion .  When you e - f i le ,  you aren ’ t  putt ing your Social  Secur i ty
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number,  address ,  and income informat ion through the mai l .  You aren ’ t

leaving Form 1040 on your desk at  home (or work )  whi le you get  up and

get some coffee or  go out  for  a walk .  I f  somehow you just  can ’ t  br ing

yoursel f  to e - f i le ,  then think about sending your returns v ia Cert i f ied Mai l .

Those rough drafts  of  your returns where you ran the numbers and

checked your work?  Shred them .

The I .R .S .  doesn ’ t  use unsol ic i ted emai ls  to request  informat ion f rom

taxpayers .  I f  you get  an emai l  c la iming to be f rom the I .R .S .  asking for  your

personal  or  f inancial  informat ion ,  report  i t  to your emai l  provider as

spam . ³

Use secure Wi-Fi.

Avoid “coffee housing”  your personal  informat ion away –  never r isk

disclosing f inancial  informat ion over a publ ic  Wi -Fi  network .  (Broadband is

suscept ible ,  too . )  I t  takes l i t t le sophist icat ion to do this  –  just  a l i t t le

freeware .

Sure ,  a  publ ic  Wi -Fi  network at  an airport  or  coffee house is  password -

protected –  but  i f  the password is  posted on a wal l  or  readi ly  disclosed ,

how protected is  i t?  A favor i te hacker t r ick is  to s i t  id ly  at  a coffee house ,

l ibrary,  or  a i rport  and set  up a Wi -Fi  hotspot with a name simi lar  to the

legi t imate one .  Inevi tably,  people wi l l  fa l l  for  the ruse ,  log on ,  and get

hacked .

Look for the “https” & the padlock icon when you visit a
website.

Not just  ht tp ,  ht tps .  When you see that  added “s”  at  the start  of  the

website address ,  you are looking at  a websi te with act ive SSL encrypt ion ,

and you want that .  A padlock icon in the address bar conf i rms an act ive

SSL connect ion .  For real ly  sol id secur i ty  when you browse ,  you could opt

for  a VPN (vir tual  pr ivate network )  service which encrypts 100%  of  your

browsing traf f ic . ⁴ ˒ ⁵

Check your credit report.

Remember,  you are ent i t led to one free credit  report  per year f rom each of

the big three agencies :  Exper ian ,  TransUnion ,  and Equi fax .  Histor ical ly,

asking these bureaus to f reeze your credit  f i le  in case of  suspic ious

act iv i ty  has cost  a fee .  Beginning in fa l l  2018 ,  you wi l l  be able to request  a

freeze from al l  three at  no charge ,  thanks to a change in federal  law. ⁶

Don’t talk to strangers.
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Broadly speaking ,  that  is  very good advice in th is  era of  ident i ty  theft .  I f

you get  a cal l  or  emai l  f rom someone you don ’ t  recognize –  i t  could tel l

you that  you ’ve won a pr ize ;  i t  could c la im to be someone from the county

clerk ’s of f ice ,  a  pension fund ,  or  a publ ic  ut i l i ty  –  be skept ical .  F inancial ly,

you could be doing yoursel f  a great  favor.
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